Configuring FTP Firewall Support
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Use the FTP Firewall Support feature to configure the following settings that enable the FTP server to accept passive data connections from a firewall:

· Data Channel Port Range: Specify a range of ports for passive data connections. You must also open that same range of ports on your firewall.

· External IP Address of Firewall: Specify the external IPv4 address of your firewall so that clients know which IP address to use when they communicate with the FTP server through the firewall.

About Passive and Active Connections

FTP requires two connections (also named channels) per session: a control channel and a data channel. The control channel is a persistent connection over which commands are sent and short responses are received. The data channel is a connection that is typically reestablished for each data transfer, such as a directory listing, or a file upload or download.

By default, TCP port 21 is used on the server for the control connection, but the port for data connection is determined by the method that the client uses to connect to the server. These methods are active and passive:

· Active is sometimes referred to as "client-managed" because the client sends a PORT command to the server over the control connection. This command requests that the server establish a data connection from TCP port 20 on the server to the client, by using the TCP port that is specified in the PORT command.

· Passive is sometimes referred to as "server-managed" because after the client issues a PASV command, the server responds with one of its dynamic ports that is used as the server-side port of the data connection. After a data connection command is issued by the client, the server connects to the client that is using the port number immediately above the client-side port number of the control connection.

Procedures

This task includes the following procedures:

Configure the Data Channel Port Range 

Configure the FTP Server to Recognize the External Firewall IP Address 

Configure the Data Channel Port Range
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When you use a firewall in your network you can limit the range of dynamic ports (also known as ephemeral ports) that can be used for passive connections in FTP. When a client issues a PASV command, the FTP server responds with a dynamic port to be used as the server-side port of the data connection. The default port range is configured in Windows TCP/IP settings.
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Note 

	The dynamic port range in earlier versions of Windows was 1025-5000. This was changed in Windows Vista® and Windows Server® 2008 to comply with Internet Assigned Numbers Authority (IANA) recommendations about using ports. If you deploy Windows Vista or Windows Server 2008 in your network, and you use firewalls to restrict traffic on your internal network, you must update those firewalls with the new port range. For more information, see "The default dynamic port range for TCP/IP has changed in Windows Vista and in Windows Server 2008" on the Microsoft Help and Support site. 


You should configure your firewall to accept traffic over a smaller range of ports. Then configure the Data Channel Port Range for the FTP server so only that range of ports is used for passive connections.

To configure the data channel port range 
1. Open IIS Manager.

2. In the Connections pane, select the server node.

3. In Features View, double-click FTP Firewall Support.

4. In the Data Channel Port Range box, type a range of port numbers (separated by a hyphen). For example, type 5000-6000. Or type 0-0 to use the default port range specified in Windows TCP/IP settings.
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Note 

	Do not use ports 0-1024 because these are reserved ports. 


5. In the Actions pane, click Apply.

Configure the FTP Server to Recognize the External Firewall IP Address
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When you use a firewall in your network, and configure FTPS for your FTP server, you should configure the external IP address of your firewall. This is necessary because firewall filters will not be able to intercept SSL data and modify responses accordingly.This is also necessary when your firewall does not filter packets.
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Note 

	This setting configures the FTP server to recognize your external firewall address; it does not affect settings for the firewall. 


To configure the FTP server to recognize the external firewall IP address 
1. Open IIS Manager.

2. In the Connections pane, select the server node.

3. In Features View, double-click FTP Firewall Support.

4. In the External IP Address of Firewall box, type the IPv4 address of your firewall.

5. In the Actions pane, click Apply.

